Validas Model Checking for AutoFOCUS

User Manual:
Model Checking

Abstract:

The Model Checking User Interface (MCUI) for AutoFOCUS allows to
specify and verify formal properties over AutoFOCUS models. MCUI allows
to define many parameters and settings for the model checkers, the
translation of the models and the generation of the counter examples.
NuSMV and Cadence SMV can be used for checking.

The Model Checking User Interface has been developed by Validas AG,

and bases on the model checking integration of TU Munich.
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1 Introduction
The Model Checking User Interface (MCUI) controls the model checking
process of AutoFOCUS models (see [SlIo00], [PS99]). The process consists
of the following steps:
-1. Install model checker and define general settings.
Build the model using AutoFOCUS.
Check if it is finite (model checkable).
Define formal properties.

Configure specific settings.

i

Execute the check.

5. Examine results (counter examples for falsified properties)
AutoFOCUS model checking (see [PS99], [Wim0O0]) allows to use CTL, LTL
and user defined property patterns for verification. It is restricted to finite
models.

The following main features are supported by MCUI:

¢ Finiteness checking.

e Specification of properties using the model-based property editor.

e Configuration of the following parameters:

o checker options,

o encoding options,

o user defined property patterns and

o counter example generation settings.
The manual is structured as follows: Chapter 2 describes the installation
of the model checkers, Chapter 3 explains the checkable models. Chapter
4 describes the usage of the tool by means of an example. All available
features are described in Chapter 5. Chapter 6 contains open issues.
Note that the MCUI is still in an experimental phase, hence neither
Validas, nor TU Munich give any warranty for the correctness. The user
works at his own risk.
The tool is free, professional support can be requested from Validas AG

(mailto: support@validas.de).
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2 Installation
The Model Checking User Interface (MCUI) is freely available as part of
AutoFOCUS. However using it requires to install a model checker
separately.
MCUI is available since AutoFOCUS release 0.9.1. New versions of the
MCUI are distributed with new versions of AutoFOCUS. Therefore no
additional version numbers are necessary for the MCUI. MCUI currently
supports two different model checkers:

1. NuSMV

2. Cadence SMV
It suffices to install one of them.
The connection to AutoFocus is established within MCUI. Here the Checker
can be selected and the path to it has to be specified. Note that it is
necessary to specify the type of the checker (NuSMV or Cadence SMV).

Figure 1 shows the selection of the model checker. It is part in the

panel (see Section 5.3).

r Checker Settings
Path to checker: CProgramme NuSMYNUSMY-2.3.0-1686-pc-mingw32hin HUSMY.exe || | Browse... |
Kind of checker: | NUSMY v| | Defaurt |

HUShMY
Additional options: | ~ounnen

Figure 1: Installation Settings

2.1 NuSMV

NuSMV is a new version of the SMV model checking tool. It is a free tool
(with LGPL) and can be used for academic and industrial applications.
NuSMV is open source project.

NuSMV can be downloaded from http://nusmv.irst.itc.it/. Precompiled
versions of NuSMV are available for Linux, Windows and Max OS X
systems.

To install NuSMV on your system, follow the above link and download

NuSMV (chaff is only needed for bounded model checking).
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MCUI has been tested using NuSMV version 2.3 with Linux and Windows
systems. Running NuSMV on Windows systems required to add the library
libexpat.dll into Windows\System directory. This library has to be
downloaded separately, e.g. from http://www.dll-files.com/dllindex/dll-

files.shtml?libexpat.

2.2 Cadence SMV
The Cadence model checker comes from Carnegie Mellon University and is
now available from Cadence Design Systems. There is a free version for
academic and testing purposes and a professional one for commercial and
development use.

The free version from Cadence SMV can be downloaded from http://www-

cad.eecs.berkeley.edu/~kenmcmil/smv/. Cadence SMV is available on the

following platforms: i386/Linux, Windows and Sparc/Solaris.
MCUI has been tested using Cadence SMV release 10-11-02p46.
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3 Models and Properties

Model checking is only supported for finite AutoFOCUS models. The
properties can be specified with the MCUI. Some features of AutoFOCUS
are not supported for model checking. This chapter describes the
supported subset of models and the available properties that can be
checked. Note that the verifiable models should also be small, otherwise
model checking might not terminate due to the exponential complexity of

the search space (“state explosion problem”).

3.1 Supported Models

In general all consistent, simulable and finite models are supported for
model checking, however there are some new features of AutoFOCUS that
have not been added into the model checking integration.
The following features of AutoFOCUS are not supported:

o fixed-point types

e type abbreviations (using the keyword type)

e range types

e type implementations,

e polymorphic types, like sets and arrays,

e Float, Double, Char, String,

e recursive types and functions

e multiplication and division.
The subset of checkable models is checked when MCUI is started. If the
model does not belong to the subset, an error message is issued, for

example in Figure 2, where the in-operator for sets is used.
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Model Error @

Errors in Model:

component ComplexComponents is not supported for model checking.
lts definition bases on constants in:

constant in :EQ{EQ}Y->Bool is not supported. Wrong type:

type EQ.{EQ}-=Bool is not supported for model checking (2 errors):
type variables EQ are not supported for model checking

higher type {EQ} is not supported for model checking

oK

Figure 2: Message for un-checkable Models

User defined functions, data types, and pattern matching are supported.
The following predefined constants and functions are supported for model
checking:

e True, False,

e integer numbers,

® not, if-then-else-fi

e => (implication)

e <=> (bi-implication)

* |I,é&&,

e bor, band, bxor (bitwise operations)

® <,>,<=,>=
e +,- (binary and unary)

Note that the usually priority rules apply between the infix operators.

3.2 Supported Properties

CTL and LTL properties are supported. The atomic expressions are
expressions over the model, and can refer to all elements of the model. To
refer to the value of a port P that is send using p!v, the following
“channel-functions” are supported:

e Msg(V): denotes that the messages v has been send (on P)

e Vval (P): refers to the value of the port p

e NoVal denotes the value of an empty port

page 7



Validas Model Checking for AutoFOCUS

e is Msg and is_NoVal can be used to check the ports for presence
and absence of values.
Note that these terms are also inserted into the generated counter
examples.
The property editor supports the definition of properties using menus for
all ports, local variables, states, types and functions of the model.
Furthermore property patterns for frequently used properties are available
(see Figure 14 on page 18). See Section 5.4 for the possibility to define
further property patterns.
The following elements can be used for the formulation of properties:
e Temporal operators of LTL (see [NuSMV], and [CGH97]):
o [1: always (see the example in Fehler! Verweisquelle
konnte nicht gefunden werden.), corresponds to G
(globally) in CTL
o <>:sometimes, corresponds to F (future) in CTL
o (): next, corresponds to X (next) in CTL
o |_|: Until (note this is an infix operator), corresponds to U in
CTL
e temporal operators of CTL (see [NuSMV]). Note: CTL operators are
preceded by an $ to separate them from the normal functions
available in DTDs:
o $AG: always in all paths
o $EG: always in one path
o $AF: sometimes in all paths
o S$EF: sometimes in one path
o $AX: next in all paths
o $EX: next in one path
o $AU: until in all paths (infix operator)
o $EU: until in one path (infix operator)
e All predefined constants and functions (see the last list in Section
3.1)

e All constants and functions defined in the DTD of the model
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e References to the following model elements (if necessary with
qualified names):
o Ports
o Local variable
o States,
o @ (the current state)

e Property Patterns (non executable DTD) can be used to define
further properties, for example “fun never(x) = $AG(not(x));” See
Section 5.4 for property patterns.

Stating for example that a component c is never in state X, when port p
has the value True is: [](is_Msg(C.P) && Val(C.P)==True =>

C.@!=C.X).

3.3 Property Tags

Since AutoFCUS and AutoFOCUS 2 currently has no integration of the
property features (Editor and persistency) there is another mechanism for
the persistent specification of properties.
Using property-tags in the comments of components properties can be
specified. The following two tags are supported:

® {property = <property-term>}

® {sysproperty = <property-term>}
The first tag specifies a property for the component on which the tag is
attached, the second tag specifies a property for the top component
(“system”), which cannot be edited directly in AutoFOCUS.
Several tags can be defined using “;”. This allows to specify many
properties using:

¢ {property = <property-terml>; property =<property-term2>}
Both tags are evaluated when MCUI starts: the properties are extracted

from the components and added to the model, such that they can be

edited and verified within the panel of MCUI.
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Localvariables of 51:5Far
Ity = P1

M iproperty=[{valiz)=")} "

i al:int

51 >

Figure 3: Property Tag on a Component

% Model Manager

Manage and Control Model Checking:

fl‘u‘lndel |/F'ruperties rOptiuns rEncuding |’MSC |

Prop_From_%1 [I(Valia)=\) Edit Delete

Hew Property | | Load Property ‘
Message: selected 51 View Log
| Close | ‘ Run |

Figure 4: Property from the Property Tag
Figure 3 shows an example of a tagged property, which can be visualized

in MCUI in the panel (see Figure 4), if the component c1 is

selected in the panel.

3.4 Bounded Model Checking

Bounded Model Checking (BMC) is a restricted from of model checking.
BMC verifies a property only for a certain number (bound) of steps. If the
property is invalidated by a counter example within the given bound, it is
false also in the general case. If no counter example is found within the
given bound, the property can be true (if there exists no counter
examples), or false (if the existing counter example is longer than the
given number of steps). Therefore the colour of properties that are
verified with BMC is not green but yellow (see ).

BMC can be applied for larger models that cannot be model checked.
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BMC can be enabled by a simple switch (in the panel, see Section

5.3). If BMC is enabled, the maximal bound has to be entered.

2 Model Manager

Manage and Control Model Checking:

rl'u'ludel Properties | Options rEncuding rMSC |

DefaultProperty «>{False) Edit 10 MSCs Clear Delete
TrueProperty <=(True) Edit Delete
Hew Property Load Property

Message: verified that TrueProperty is TRUE for 5 steps at: Tue Oct 11 12:05:43 ... YView Log

Close Run

Figure 5: Bounded model checking results

The used model checkers integrate bounded model checkers, or support
this feature. Cadence SMV is available with zChaff (which is for research
purpose), NuSMV is available with SIM, zChaff and MiniSAT. SIM can be
used in any kind of projects. The selection of the used bounded model
checker is done using options, when calling the checker, e.g. smv -bmec -1
<bound> -satsolver zchaff. MCUI provides some defaults for these
options, that can be changed in the configuration file validas.cfg (see
Section 5.3)
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4 Using MCUI
The MCUI is integrated into AutoFOCUS and AutoFOCUS 2 prototype. In
AutoFOCUS it can be started from the Project Browser is an project, or a

component of the language AutoMODE is selected using the menu -
> |Start AutoMODE AP] -> |[Model Checking| (see Figure 6).

£ AutoFocus Project Browser

Sl Document  Options Tools Windows  Help

Mlew Project Strog+r ETH;EE X j
Rename Project Strog+R HUTGHME PN
Delete Project Strg+Entf L

MOt @
Irmport Project 4 hiME ¢
Export Project ' ﬂm &

&

Start Quest AP 4 wm

fitHilF <

ooL L

Exit Strg+X Model Checking

L e L bt iy )}

Reimport Example
[ Polymorph Statistic Information
Test

Unused Madel Elerments

= ExremeHierarchic
—H PedestianCrossing_Shar

—®  AutoSAR_NM -
= FlexRayNMwithBus W o
= Assedions DLHE <
TrafficLights Cantroll fHNE
—®  TrafficLightsCantrall fkME <
—H TrafficLightsControll_Counter HLIT#HME &

=]

Figure 6: Starting MCUI from AutoFOCUS
After the work with MCUI (when closing MCUI) MCUI will ask if the project

(with the generated counter examples) shall be re-imported into the
AutoFOCUS repository. If no counter examples have been generated the
model will no be re-imported. A re-imported project has the suffix
_Counter appended to the project name (see last project in Figure 6).

In AutoFOCUS 2 the MCUI can also be started from the browser window, if
a component is selected. It can be started by using the menu entry

IModel Checking|, or directly from the browser with the right mouse button

menu (see Figure 7).
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The model checking can be started by pressing the Run bottom. Messages

are displayed in the message part of MCUI and can be viewed in the

logging file (by pressing the button).

3 AutoFocus2

File Edit Toclk Process OCptions Window Help
e HEE S| ®
D Repository ]
[=) 1= TrafficLight=Cortrol |
E)C] SystemEny
°5° Ports
@ Locvariables
o[3 Channels
= @ Faciity
000 Partz
© Locvariables

ol Channels
=GN : o
® Edit characteristic map

@1 [ENewDTD
Create Made
Create State
Type Check

[C
EDTD

] “hecking
O Simulation
Azzociate
Motivate

Open Editor

K Rename Mode
¥ Delete Node

Figure 7: Starting MCUI from AutoFOCUS2
4.1 Example
The model checking of AutoFOCUS is illustrated by the well known
example from the modelling tutorial. The structure from the system is
depicted in Figure 8. The behaviour of the component Controller is
defined by the STD in Figure 9.

TL:Trafizalor

»

IndB:IndSig

>
BASignal
—_— == FL:PedColor
] @ o
Fed:Signal . .
BE:Signhal Merge § el by, D IndA Indsig 5
3

Figure 8: Structure of Traffic-Lights Example
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A TUGreen; PLIStap; Ind!Offt=0 m
P Init 5. Sighal requestar

5 initialize 5 (t==0)Reg?Present TLIGreen; PLIStop; IndlOn:t= TGreen]

7
Green 4. Receive request

[5: ft==1):TLMellow, PLIStopt = Tvellow g: (t== 0y TLIGreeh; F'L!Stl:lp:]

7
A Bwitch to yelbdw s

A Bwitch to areen

SUWaIL N yellow el o Redyellow ayait in rechellow

a: {t== 0y TLIRed; PLWalk; IndlOfft= TREd] [5: {t== 0):TLIRedYellow; PLIStop:t= Trellow

o R
&: Switch to red 8 Switch to redyellow

a:Waitin red

Figure 9: Behavior of Controller
The interesting properties of the example that shall be checked are:
1. The cars and the pedestrians have never both green
2. The cars and the pedestrians have never both red
3. The cars never wait forever
4. The pedestrians never wait for ever

The formalization of the properties into temporal logic is:
. never (Val (TL) ==Green && Val (PL)==Walk)

1

2. never (Val (TL)==Red && Val (PL)==Stop)

3. []1(Val(TL)==Red => <> (Val (TL)==Green)))

4. [](Val(PL)==Stop => <> (Val(PL)==Walk)))
The results of the verification is that property 1 to 3 are valid, while
property 4 is invalid (see Figure 10). The counter example to the property
(see Figure 11) shows the case that pedestrians that do not submit

requests might wait forever, which contradict the formulated property.
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2 Model Manager

Manage and Control Model Checking:
Prop1 [I{not(val{TL)}==Greend&\al{PL)==Walk)) ‘ Edit | ‘ MSC ‘ ‘ Clear | | Delete |
Prop2 [linot{val{TL)==Red&&Val{PL)==Stop)) | Edit | | MSC | | Clear | | Delete |
Prop3 [Ival{TL)==Red==><=>{Val{TL)==Green)) ‘ Edit | ‘ MSC ‘ ‘ Clear | | Delete |
Propd|  [Val(PLj==Stop=><>{Val(PL}==Walk)) | Edt || smscs | clear || Delste |
Hew Property |
Message: generated 8 counter examples View Log
| Close | ‘ Run |

Figure 10: Verification Results

PedLights Msg(Stop)

¥

TrafLights.MsgiGreen)

¥

I icatara Mgl o)

¥

IndicatorE Msg(Off)

¥

Figure 11: Counter Example
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5 Available Settings
The available setting can be chosen from a tabbed pane, which has the
following panels:
. : for the selection of the checked model (see Section 5.1)
o [Properties: for the definition of properties and the results (see
Section 5.2).
. : for additional options of the model checker (see Section
5.3).
e [Encoding): for the encoding of the model into the model checker (see
Section 5.4).
J : for the configuration of the generated counter examples (see
Section 5.5).
The settings are stored in the file validas.c£fg in the working directory of

AutoFOCUS and will be used when MCUI is invoked the next time.

5.1 Model

In the panel the root component for the verification can be
selected. The default root component is the top component in the project,
or the component which has been selected when starting MCUI (in
AutoFOCUS as well as in AutoFOCUS 2).

The root component can be selected by pressing the button as
depicted in Figure 12.
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£ Model Manager

Manage and Control Model Checking:

) ins |
Top Component: | |:I MainSystem » Main em | = J
[ Facility »| Facility Browse...
Controller
Merge

Message: selected MainSystem View Log

| Close H Run |

Figure 12: Model Panel
5.2 Properties
In the panel the properties of the selected component can be
defined for verification and the results are displayed. Figure 13 shows the

properties specified for the example in Section 4.1.

< Model Manager

anage and Cntrl Modol Checking
; [I{not{val{TL)==Green&&\al{PL)==yWalk)) | Edit || MSC || Clear || Delete |
bl ottty avosp==stony e | wisc |[ o |[ oote |
bl vt 1o =» i meren e | wisc |[ o |[ oote |
bl vapL—stop > voipL--womy e | wisc |[ o |[ oote |
e Brapery I einaey |

Message: Ready for inputs View Log
Close Run

Figure 13: Properties Panel
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The displays the properties of the selected model. It supports
the addition of new properties to the selected component using the

button. With the [Load Property| button properties can be loaded

from files. Every property has a name, that can be changed and an

expression. By pressing the button the property editor starts (see
Figure 14) for editing the properties. The property editor supports the
insertion of all user defined functions, constants, ports, states and

variables. Properties can also be saved to files in the editor. After closing

the editor with [save & close| the property has changed.

£ Property Editor for DefaultProperty FEIX
File Edit |Insert | Model

IZ patterns

ports r

Trafsig
variahles r

states ]

.

O

O Pedsig
O AIndSig
) BindSig
@
&
&
]

functions r

constants r

KeySignal
ASensSin
BSensSin

Facility k

Figure 14: Property Editor

After the verification of the properties the verification result is displayed
graphically: red properties are invalid, green properties are valid (see
Figure 10 on page 15). If the verification fails it can have the following
reasons:

e Property is syntactically not correct, e.g. [] (x>),

e Property is not type correct e.g. [] (True>1),

e Property contains unbound variables, e.g. [] (X==True) and

e Property is semantically invalid.
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For the first cases only a status messages is issued, in the last cases
counter example show the violation of the property. Counter examples can
be viewed by pressing the MSC button. Note that in this case all generated
counter examples are opened at once. The generation of counter
examples can be configured (see Section 5.5).

By pressing the button, or by changing the property the generated

counter examples are removed and the validation colour is cleared.

5.3 Options
The panel describes general options of the model checking
process (see Figure 15).
The following options can be configured:
e |Path to checker: can be selected by pressing the button.
e Kind of checker: (NuSMV or Cadence SMV): can be selected using

the toggle button

 |Additional options| for the checker: can be typed directly into the

field. The description of the available options can be found in the
documentation of the model checkers, e.g. in [NuSMV].
e The maximal runtime in seconds. After this time the model checker

is aborted. Model Checking can also be aborted earlier by pressing

the cancel button on the verification thread. The Maximal time [s] is

also used for the progress bar.

e Bounded Model Checking (see Section 3.4), can be enabled and

disabled. If BMC is enabled the maximal bound will be used from the
textfield, and properties can not be completely verified, but falsified.
The selection of additional verification tools (like chaff) has to be
done during the installation. The options for using these can be

found in the model checkers manual and can be entered directly in

the |Additional options textfield, or they can be entered in the

configuration file validas.cfg by specifying the variable

validas.mc.bmc.opt.nusmv OF validas.mc.bmc.opt.cadence.
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£ Model Manager

Manage and Control Model Checking:

(Model | Properties | Options | Encoding | MSC |

r Checker Settings
Path to checker: |C:1Prugramme1NuSM\.-"INuSM\!-2.3.I]-iﬁBﬁ-pc-mingw321hin1NuSM\!.exe || | Browse... ‘
Kind of checker: | NuSMY - ‘ | Default ‘

Additional options: |-d3mamic w1 ||

r Maximal VYalues

Mazimal time [s]: [100

Bounded Model Checking: [¥] Use bound 5

Message: Ready for inputs Wiew Log

| Close H Run ‘

Figure 15: Options Panel

5.4 Encoding

The panel controls the encoding of the models into the checker
language. Depending on the characteristics of the model different
encodings are meaningful. They can be configured within this panel (see
Figure 16).

In general the results of the encoding can be seen in the generated files,
which by default are in the directory sMvfiles and are named like the
selected top component. E.g. SMVfiles/MainSystem. smv.

The following encoding settings can be configured:

e |Use bit arrays in SMV code: is a feature of SMV to store the complex

data types more efficiently
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e |Use modules in SMV code]: is a feature to describe the system in a

modular way. Every component in AutoFOCUS will correspond to

one SMV module

e [Encoding of defined data types: allows different encoding of user

defined data types. Changing this representation of the data types
will make the access to the values of the data types faster (bit field)

or reduce the size of the encoding (enumerated)

e |Property patterns| are a flexible way for defining new properties, for

example never(p) = $AG(not(p)). Property patterns can be

extended by the user by enabling them, which enables the

lpattern definition| button for editing the patterns.

e [Intruder properties| are a special method for defining hostile attacks

to the security of the models (see [Wim05]).

e The Maximal integerl value can be configured. This allows many

model that use (in AutoFOCUS infinite) integer variables to be
checked efficiently. The maximal integer should be not greater (but

not less) than the maximal required value.
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2 Model Manager

Manage and Control Model Checking:

rl'u'ludel rPruperties |/0ptinns Encoding | MSC |

- Settings of the Model Encoding

[¥] Use hit arrays in SMY code

[[] Use modules in SMY code

Encoding of defined data types: | bit field (bit shift operators) -

[_] Property patterns

[_] Intruder properties

Maximal Integer: (15

Message: Ready for inputs View Log

Close Run

Figure 16: Encoding Panel

5.5 MSC
The panel allows to configure the generation of counter examples
(see Figure 17). The following options can be set:

e Generation of MSCs can be controlled (note that in some cases
identical MSCs can be generated, e.g. if only one component is
checked)

o [Black-box MSQ: is a MSC that shows the selected component

as a black box (only from outside)
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o |[Component MSCs|: for every verified component a black-box

MSC and for every component with a structure a MSC with
internal messages are generated if this option is chosen
o is @ MSC with all atomic components in the verified
system
e Generation of MSC elements allows to select the generated elements
in the counter examples. State and local variable information can be

added to MSC in all steps, or only if the values change.

£ Model Manager

Manage and Control Model Checking:

fl‘u‘ludel rPrupenies rﬂmiuns rEncuding |’M5C |

r Settings for MSCs to Generate from Counter Examples
[v] Black-hox MSC
[v] Component MSCs

[¥] Basic MSC

- Settings for each Counter Example MSC

Generation of state informat...| none b

Generation of variahle infor... | none -

none -
wariahle change
all

Message: selected MainSystem View Log

Close Run
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Figure 17: MSC Panel
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6 Known Bugs

The following bugs are known in MCUI and the AutoFOCUS model checker:

MSC editor does not depict MSCs nicely, especially loops are not
depicted.

It is recommended to restart AutoFOCUS before MCUI is started,
especially if the model has been changed.

The SMV subset check (see Figure 2 on page 7) does not locate the
positions of the errors, so it is the users task to locate and remove
the un-checkable elements.

With Cadence SMV, only one LTL property can be checked at the
same time. (if more than one property is specified, they are
conjugated and association of property to counterexample does not
work) If there is no counterexample, the corresponding property is
not marked yellow. (Cadence SMV only writes an empty .out-file)
Qualification of Ports does not always work (e.g. crash when using
SystemEnv.TrafSig in properties for TrafficLightsControll)

Tagged properties {sysproperties=...} must not contain property
patterns (e.g. “never(...)").

Syntax errors in properties should be reported more explicitly
(currently, only via the console)

MCUI might crash if model is not simulatable (e.g. no initial state in

an automaton)
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